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Privacy Notice: Colleagues and Volunteers

Who are we?

Transform Housing & Support is committed to protecting the privacy and security of your
personal information. In this notice, whenever you see the words ‘we,’ ‘us,’ ‘our,” or
‘Transform,” it refers to Transform Housing & Support.

Any personal data we collect about you will be strictly in accordance with UK Data Protection
Legislation (including the UK General Data Protection Regulation (UK GDPR), tailored by the
Data Protection Act 2018). As a data controller we are responsible for deciding how we hold
and use personal information about you.

This privacy notice tells you what to expect when we collect and store personal and sensitive
information. It tells you about the purposes for which we will process your personal
information and the legal basis for the processing (‘processing’ includes us keeping your
personal information).

Please find below our registration numbers:

ICO registration number: ZA 1600063;

Registration charity number: 264133;

Company limited by guarantee registered in England and Wales: 01057984,
Registered provider of social housing: H2452;

Registered with Ofsted: 2791302

What type of personal data is collected

Throughout your employment with us, we may ask you for the following personal information:
Name, address, email address, date of birth, National Insurance number, marital
status, gender, social security number, nationality, immigration and eligibility to work
data, languages spoken, emergency contact/dependent contact information,
information required to make any reasonable adjustments, any information you
disclose to your line-manager in your accessibility passport;

Payment details: bank account number, sort code, tax details, pension details;



Equality information: where permitted by law and provided voluntarily, data
regarding ethnicity, gender, age, race, nationality, disability, carer status, religious
belief, community background, socio-economic background and sexual orientation.
See also the section below on Special categories of personal information.

Health information: pregnancy / paternity, health records;

Emergency contact details: emergency contact, conflict of interests, details relating
to Entitlements, Payments and Benefits policy;

Data related to your employment with Transform: dates of employment /
employment history, training undertaken, salary scales, complaints, disciplinary and
grievance information, warnings, absence and attendance records, medical records
where required, occupational therapy reports, passport information, right to work
documentation, performance, qualifications, professional memberships, information
about use of IT systems, photographs, criminal convictions and offences, driving
licence, insurance, work contact details, work or office location, default hours, default
language, time zone and currency for location, employee number and various system
IDs, appraisal information, work biography, reporting line, employee type,
hire/contract start and end dates, cost centre, job title and description, working hours
and patterns, whether you're full or part time; termination/contract end date; reason
for termination; your last day of work; exit interviews, references, status
(active/inactive/terminated); reason for any job change and date of change; benefit
coverage start date; leave information, data relating to HR processes (allegations,
investigations and proceedings records and outcomes), colleague and manager
feedback, appraisals, health and safety audits, monitoring data, claims, complaints,
photos, videos, CCTV.

Some of the information we collect about you may include Special Categories of Personal
Data under Article 9 UK GDPR.

How we use your personal data
Performance of a contract (Article 6 (1) (b) UK GDPR

We need to collect your personal information so that we can manage the business and meet
our obligations as an employer under your contract of employment. We will use your
personal information for the following purposes:

Administration of your contract of employment;

Ensure that the information we hold on you is kept accurate and up-to-date,

To deal with and employee/employer related disputes that may arise;

To manage performance through assessment and analysis to help improve the

operation of the business;

To prevent, detect and prosecute fraudulent, criminal or other inappropriate

behaviour;

To comply with legal obligations (HMRC/Pensions/etc.);

To make payments (salary);

To record evidence of training or membership of professional bodies, and

To ensure the safety and security of you and others.



If you do not provide us with all of the personal information that we need to collect then this
may affect our ability to manage your employment.

Legal obligations (Article 6 (1) (c) UK GDPR

We are under a legal obligation to process certain personal information relating to our
employees for the purposes of complying with our obligations under:
Employment protection such as the Employments Rights Act and Health and Safety
legislation and statutory codes of practice, such as our Code of Conduct and Code of
Governance,
the Equality Act 2010, which requires us to process personal information to make
reasonable adjustments where necessary, and
other legal, regulatory and corporate governance obligations and our duty of care to
you as an employee.

Legitimate purposes (Article 6 (1) (f) UK GDPR

We also process your personal information in pursuit of our legitimate interests to:
ssue internal communications to employees relating to employee benefits and
initiatives,
undertake research to improve our operations, and
manage our employees in accordance with good practice.

Where we use your personal data to pursue the legitimate interests of the business, we will
only do so after completing a legitimate interests assessment to ensure your interests and
fundamental rights do not override these interests. Our Legitimate Interests for processing
your data include our use of CCTV in order to protect our property and employees, to
monitor staff turnover, to develop work schedules, monitor IT usage, to communicate with
staff and volunteers and to investigate any complaints. We will also process your data for
performance appraisals and reports, in the event of redundancies and in the event of any
disciplinary actions or if a critical incident occurs.

Recognised Legitimate Interests

In limited circumstances, we may process personal information where this is necessary for
a recognised legitimate interest defined in law. This may include safeguarding children or
vulnerable adults, preventing or detecting crime, responding to emergencies, or sharing
information with relevant organisations where permitted by law for those purposes. Where
this lawful basis applies, we will ensure that the processing is necessary, proportionate and
transparent.

Use of special categories of personal data

Some of our processing will involve special categories of data. This information will only be
processed where it is necessary and UK data protection law allows this using a specific
lawful justification, under one of the following bases:



UK GDPR Atrticle 9(2)(a) where you have given your explicit consent to the
processing

UK GDPR Atrticle 9(2)(b) which is processing that is necessary for Transform to
comply with its obligations as an employer in the field of employment law, social
security and social protection law, to the extent permissible under applicable laws;

UK GDPR Atrticle 9(2)(c) which is processing that is necessary to protect your vital
interests or those of another person, where you're physically or legally incapable of
giving consent (for example in exceptional emergency situations, such as a medical
emergency);

UK GDPR Atrticle 9(2)(h) which is processing that is necessary for the purposes of
preventative or occupational medicine and assessing your working capacity as an
employee, medical diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services, to the extent permitted by
applicable laws.

For the purposes of identifying or keeping under review the existence or absence of
equality of opportunity or treatment between groups of people specified in relation to
that category with a view to enabling such equality to be promoted or maintained.

Section 10 of the DPA 2018 relates to the processing of special categories of personal data.
It says that if we are relying on UK GDPR Atrticle 9(2)(b) employment, social security and
social protection or 9(2)(h) health and social care, we can only do so if we also meet one of
the DPA 2018 conditions set out in Part 1 of Schedule 1.

We rely on the following processing conditions from the DPA 2018, Part 1 of Schedule 1:
Paragraph 1 in that the processing is necessary for exercising obligations imposed by
law in connection with employment;

Paragraph 2(2)(a) in that the processing is necessary for the purposes of preventative
or occupational medicine;

Paragraph 2(2)(b) in that the processing is necessary for the purposes of the
assessment of the working capacity of an employee.

Health information and equal opportunities monitoring

Information about health or medical conditions is processed to carry out employment law
obligations (such as those in relation to employees with disabilities and for health and safety
purposes).

Where we process other special categories of personal data, such as information about
ethnic origin, sexual orientation, or religion or belief, this is done for the purposes of equal
opportunities monitoring. We will process such personal information to identify and keep
under review the existence or absence of equality of opportunity or treatment between
groups of people within the same categories to promote or maintain equality within
Transform. Where we process diversity and equal opportunities information, this is provided
voluntarily by colleagues through our HR self-service system. Colleagues may choose not to
provide this information, select “prefer not to say”, or delete information they have previously
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provided at any time. We use this information for equal opportunities monitoring and, where
reported outside HR, it is anonymised or aggregated so that individuals are not identified.
There are no consequences for choosing not to provide this information.

If you wish to withdraw your consent, contact the email address below.

We process information related to your health and wellbeing and other special category data
to ensure the health, safety and wellbeing of our employees and volunteers. The specific
data processed is:

Health and wellbeing information provided by you e.g. sickness records;

Accident records if you have an accident at work;

Details of desk audits or workstation assessments, access or reasonable adjustment
needs;

Details of any protected characteristics that you have told us about.

Criminal convictions and offences

Personal information relating to criminal convictions and offences will only be processed
where authorised by applicable laws, for example:

A criminal record check may be carried out on recruitment or transfer where
authorised by applicable laws;

An allegation of a criminal offence or conviction arising during your relationship with
us may be processed where required or authorised. For example, where we have a
legal or regulatory requirement to report an offence, or applicable laws authorise us
to process information about the offence for the purpose of making decisions
regarding your relationship with Transform e.g. in a disciplinary process.

Who we share your information with

Your information will be shared internally, including with members of the HR team, payroll,
your line manager, managers in the business area in which you work and IT staff if access to
the data is necessary for performance of their roles.

We share your data with third parties in order to obtain pre-employment references from
other employers, and obtain necessary criminal records checks from the Disclosure and
Barring Service.

We may also share your data with third parties in the context of a sale of some or all of its
business. In those circumstances the data will be subject to confidentiality arrangements.
We also share your data with third parties that process data or provide services on our
behalf for example:

Current Provider of our online Applicant Tracking system;

IT providers hosting Human Resource, payroll, applicant and colleague management
systems;

HMRC to provide up to date information on tax, NI, pensions etc;



Pension Providers;

Office of National Statistics;

External Training Providers to facilitate your learning and development;

Occupational Health Providers — to manage your health as it relates to work (in this
instance explicit consent will be sought);

Insurance providers, for the payment of health-related insurance benefits;

Criminal records bureau providers carrying out Disclosure Barring Service checks;
Previous Employers (to seek references);

Future Employers (to provide references)*;

Other individuals or organisations who may be affected by any incorrect or fraudulent
statements made during your employment at Transform or in relation to your
employment application;

Solicitors;

Our regulators, the Regulator of Social Housing, the Charity Commission, Companies
House, OFSTED and the Fundraising Regulator;

Health & Safety Executive;

Police;

External agents managing debt recovery on behalf of Transform;

Organisations with a function of auditing and / or administering public funds for the
purpose of detection and prevention of fraud;

Passing your work contact details to authorised suppliers, agents and stakeholders of
Transform for contact in the course of our business;

Google/Apple/Microsoft etc - Transform issues some employees with electronic
devices such as mobile phones or tablets. Many of these devices track your location,
browsing behaviour and use of apps by default and send this information to third
parties. Please refer to these companies’ privacy policies for more information.

* Providing Employment References

We may retain limited information about your employment or volunteering after you leave so that we
can respond to requests for references from prospective employers or other organisations, where
appropriate. References are based on factual information, such as your job title, dates of employment
or volunteering, and, where applicable, may include additional information where you have given your
consent or where we are otherwise permitted to do so.

Anonymous and Statistical Information

We may use information about our workforce to produce anonymous or aggregated statistics
to help us understand our workforce, improve equality, diversity and inclusion, meet reporting
requirements, and support sector benchmarking. Where possible, this information is
anonymised so that individuals cannot be identified before it is shared with organisations
such as the National Housing Federation, the Office for National Statistics or other
recognised bodies.



International Transfers

Your personal data may be transferred outside the UK. We will ensure that all international
transfers comply with applicable data protection laws by implementing appropriate
safeguards in compliance with Chapter V UK GDPR.

For example, when we appoint data processors and personal data is transferred
internationally this will be limited to approved countries that have met the Data Protection
Test, or other appropriate safeguards such as binding corporate rules, international data
transfer agreements, standard contractual clauses, or other permitted mechanism.

The restricted transfers we make include transferring personal data to the EU (Germany and
Ireland), New Zealand, and the US under the UK extension of the EU:US Data Privacy
Framework and/or standard contractual clauses. Further information about the safeguards
related to the international transfers we make can be provided on request.

For further information, please contact us. Details are provided below.

How long we keep your personal data

We retain your personal information only so long as it is required for purposes for which it
was collected, whilst keeping it as up to date as possible and making sure irrelevant or
excessive data is deleted or made anonymous as soon as reasonably practicable.

Our aim is to make sure that data is retained in accordance with the periods set out in
Transform’s Retention Schedule and that data is deleted as soon as reasonably practicable
thereafter.

To perform our contractual obligations and comply with applicable laws, we generally retain
your information for the duration of your employment plus a further seven years from the end
of the tax year in which you leave.

Thereafter we will securely destroy your data, including data held by any third party, unless
there is an obligation to retain it further. We may keep some specific types of data, (for
example tax records, pensions data) for different periods of time, as required by applicable
law.

To find out more about applicable retention periods please see our Retention Schedule.



https://transformhousing.org.uk/sites/default/files/files/Transform%20Data%20Rentention%20Schedule%202024-25_0.pdf

Your rights
Under UK data protection law, you have rights including:

Your right of access - You have the right to ask us for copies of your personal
information.

Your right to rectification - You have the right to ask us to rectify personal
information you think is inaccurate. You also have the right to ask us to complete
information you think is incomplete.

Your right to erasure - You have the right to ask us to erase your personal
information in certain circumstances.

Your right to restriction of processing - You have the right to ask us to restrict the
processing of your personal information in certain circumstances.

Your right to object to processing - You have the right to object to the processing
of your personal information in certain circumstances.

Your right to data portability - You have the right to ask that we transfer the
personal information you gave us to another organisation, or to you, in certain
circumstances.

Your right to withdraw consent - If the lawful basis for processing is consent, you
have the right to withdraw that consent at any time. Please note however that the
withdrawal of your consent will not affect any use of the data made before you
withdrew your consent, and we may still be entitled to hold and process the relevant
personal information to the extent that we are entitled to do so on bases other than
your consent. Withdrawing consent may also have the same effects as not providing
the information in the first place, for example we may no longer be able to provide
certain services to you.

Your right to object to direct marketing - We do not process colleagues or
volunteers’ personal data for direct marketing purposes as part of
employment/volunteering. However, if a colleague or volunteer chooses to engage
with the organisation in a personal capacity, for example by making a donation or by
participating in fundraising activities, they may receive direct marketing relating to
these activities. In such cases, colleagues/volunteers have the right to object or opt
out of direct marketing at any time, and the processing of personal data will be
governed by the Donor and Supporter Privacy Notice which explains how personal
data is used and how to opt out.

You also have the right to object to and not to be subject to a decision based solely on
automated processing including profiling. We do not carry out automated processing or
profiling.

To exercise any of these rights, please email gdprinfo@transformhousing.org.uk



https://transformhousing.org.uk/sites/default/files/files/Donors%20and%20Supporters%20Privacy%20Notice%202026.pdf
mailto:gdprinfo@transformhousing.org.uk

Making a complaint

If you are concerned about how your personal data is being used, you have the right to make
a complaint to us as the data controller in the first instance. We will investigate your
complaint and respond to you as soon as possible.

If you remain dissatisfied with our response, or if you believe that we are processing your
personal data in a way that does not comply with data protection legislation, you have the
right to make a complaint to the Information Commissioners Office (ICO).

Information Commissioners Office

Wycliffe House

Water Lane

Wilmslow

Cheshire SK9 5AF

Telephone: 0303 123 1113
Website: www.ico.org.uk/concerns

Related policies and procedures (please note, with the exception of the Retention
Schedule, these documents are available to Transform colleagues and volunteers though
Transform’s intranet site, Milo, only and cannot be accessed through the website)

Retention Schedule and Procedure
Data Protection Policy

Employee Handbook

Information Security Policy

Our contact details

If you have any questions in relation to this document or how we use your personal data they
should be sent to:


http://www.ico.org.uk/concerns
https://transformhousing.org.uk/sites/default/files/files/Transform%20Data%20Rentention%20Schedule%202024-25_0.pdf

Bradmere House,
Brook Way,
Leatherhead,
Surrey KT22 7NA

01372 387100

gdprinfo@transformhousing.orqg.uk

Contact us | Transform Housing & Support

Our Data Protection, Performance & Project Manager, Georgie Brazier, can be contacted on

01372 387174

Data Protection Officer

We are supported in our compliance with, and management of, data protection matters by:

Data Protection People Limited
The Tannery, 91 Kirkstall Road
Leeds LS3 1HS

Tel: 0113 869 1250

Signature: %

Date: 30 July 2026

Record of Change History

Issue | Description of Change

Approval Date of Issue

1 Initial Issue

Chief Executive 14 February 2025

2 Updated with Data Use and
Access Requirements

Chief Executive July 2026

The privacy notice was last updated in July 2026 and subsequently will be updated to reflect changes either to
the way in which we operate or changes to data protection legislation. We will bring any significant changes to
your attention but to make sure that you keep up to date, we suggest that you revisit this notice from time to

time.
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